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DIPLOMA IN CYBER SECURITY (SESSION 2023-24)
SUBJECT: FUNDAMENTAL OF CYBER SECURITY
ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

01. A U W Bl BAANT H B HRAT AR B |

02. favafdenea™ gRT Uer W IScRYRASR § & AR Jeus 8 BT Jffard © |

03. FAN FTY ITRYRTHT & YoF TS Pl AAHYad GR1 WX iR ITH I vy &1 wous &6 X Sl SaRgRadt &
T U R 3ifhd fohaT B

04. FAT P ITRYRADT AT LTI B TR AT PR IAD! Tl Aa U B |

AIe: Ue FHI® 01 | 05 TP B YT TSR U | UAF U 02 3% T & |

Q.1  Explain the types of attacks in cyber security.
TSR GRE&TH Ul o YHR |
Q.2 Discuss about various Data Privacy attacks.
faf¥rer Ser Musitadr gl & aR H == B3|
Q.3 Difference between HTTP and HTTPS Protocol.
HTTP 3R HTTPS WICIPId & sia 3T 3HeR 52
Q.4  What are the fundamental principles of cloud security design?
TGS WM FSoTe & qenyd Rigid Jng?
Q.5  Define foot printing.
e e &) gRuid &1

IS U3 BHIB 06 T 10 Tb P U ST Y99 2 | TAd U9 04 3P Dl 2 |

Q.6 Describe how firewall can be used to protect the network?
AT DI JRET & 1T BraRaTd BT JUTNT Y faaT S Tadl 82

Q.7  Explain briefly the vulnerabilities, threats, and attacks. What is the relationship between them?
HHGINAT, TeRT 3R GHA! I Y& H JHAT | I sTd T JeY g2

Q.8  Distinguish about various types of web threats for Organizations.
TSI & forg fafis YR & 99 Gl &b IR H SfcR Fadl |

Q.9  Provide some examples of [aaS implementation.

TaaS HATGIT & $S 3GV Y B |

Q.10 Explain in detail the forensic analysis of E-mail.

3-0d & BRAP Azayu &1 fodRr ¥ gHgmsy|
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DIPLOMA IN CYBER SECURITY (SESSION 2023-24)
SUBJECT: FUNDAMENTAL OF CYBER SECURITY
ASSIGNMENT QUESTION PAPER- SECOND MAXIMUM MARKS: 30

01. W1 TR W B BRAfGAT H g BT A 2 |

02. favafdenea™ gRT UG WA ScRYRA®SR § & A Jeus 8 BT Jfard |

03. FAR FT ITRYRTHT & YoF U8 Pl FAHYad GR1 R iR ITH I vy &1 7o us &6 X Sl SaRgRadT &
T U R 3ifehd fohar B

04. FAR P ITRYRKPT AU AT B8 R A PR D! Ui AaI U< N |

AIe: 7% $HI® 01 W 05 TP & U TSR UeH & | TS U 02 3% & & |

Q.1  Distinguish between Software attacks and Hardware attacks.
YTt dTR gHd! 3R BISAIR gHd! & S 3fcR STy

Q.2 Define the terms Mobile phone theft and Hacking Bluetooth.
TaEd B TRT 3R BT s Tea Y TR B3|

Q.3 What are the N-tier web applications?

TH-fETR 99 TIRTh=E 31 82

Q.4  What are the disadvantages of virtualization?
TSSO & &1 THIH g2

Q.5  What are the social networking sites?
IR Aeafh T HIse o1 52

Alc: U3 BHIB 06 I 10 OP & U7 STHSNT U 2 | UAP Y97 04 3P &l & |

Q.6 Describe briefly the CIA Triad and how to achieve it.
WIS TS HT WY T IUH B 3R T 3 UTed He |

Q.7  Discuss the need of firewall in VPN along with its types.
T & BRRATA B STaRIHl AR 3P TSR W T4 B |

Q.8 Differentiate symmetric and Asymmetric Encryptions.
AT 3R ST TP R BT ST Y|

Q.9  Describe the major features of the Aneka Application Model.
DT URIHRA ATSd B U faRIarsil &1 quH He |

Q.10 What is NetBIOS Enumeration?
NetBIOS TUMT T 52
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DIPLOMA IN CYBER SECURITY (SESSION 2023-24)
SUBJECT: NETWORKING CONCEPTS & SECURITY
ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

01. T TR W B BRI H g bR A 2 |

02. frwafdemer g1 ver w9 ScRgRasRt # & T g g B ifard 7 |

03. AT S SRYRIHT & UIH T B AIRIIgS G- W R I9H I A &1 Jeus gt o Sl ScRyRdaT &
heH U W 3ifhd fohar ¥

04. FAR P ITRYRTDT 3T AT B TR AT PR IAP! U] AaT U B |

AIe: 7% $HI® 01 W 05 TF & U TSR UeH & | TS U 02 3% & & |

Q.1 Define network security.

Feadh YR&T B URUTT Y.
Q.2 What do you mean by ESP?
SRR EIECRIREECES
Q.3 List the limitations of SMTP/RFC 8227
THUACIUY/SRUGT 822 BT HHATT Jaas B2
Q.4  What are virus scanners?
ARY IR A1 g2
Q.5  What are fake hotspots?
THT Blewdic 1 82

AT U3 BHIG 06 § 10 b P U ST YT 2 | UAd U 04 3P Pl 2 |

Q.6 What are the two security services provided by [PSec?
IPSec §RT UG &1 ST aTch <l JR&T Jand T &2
Q.7  Give the typical requirements of a secure distributed system.
T GRIE fadaRa yomeft 1 fafiy sira=gesart sdrgd |
Q.8  What are the difference between DOS and DDOS?
DOS 3R DDOS & T 3R §?
Q.9  What are the tools available for session hijacking? Explain briefly how they work.
T SUBRUI & AU BIF & IUPHRUT IUT 52 W& H 9aY % d 8l BT Hd § |
Q.10 Discuss the security of additive, multiplicative and affine ciphers against known plaintext attacks.

A WHERE U & A% AT, oM 3R Tth Rt &t TR W 7af H1 |
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DIPLOMA IN CYBER SECURITY (SESSION 2023-24)
SUBJECT: NETWORKING CONCEPTS & SECURITY
ASSIGNMENT QUESTION PAPER- SECOND MAXIMUM MARKS: 30

01. T TR W B BRI H g bR A 2 |

02. frwafdemer g1 ver w9 ScRgRasRt # & T g g B ifard 7 |

03. WA H1 SRYRAHT & UIH T B AIIIgdS G- W IR I9H I A &1 Jeus gt o Sl ScRyRdaT &
heH U W 3ifhd fohar ¥
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Q.1  List the design goals of firewalls?
BRRAId b [SUIe d&dl &t Gait =12
Q.2 Describe the goals an ideal password authentication scheme should achieve.
31 & 1 o Y oI U 3n1eRt U ymTofienRur AT Bl e dRAT F1fe T
Q.3 What is meant by IP Spoofing?
TS T &1 o1 Adad 82
Q.4 Define virus. Specify the types of viruses?
qIIRY D1 URHIT B | GIRY P UDHR 102

Q.5  What do you understand by wireless encryption?
IR Tfh T & 31T T GHId 82

Alc: U3 BHIB 06 I 10 OP & U STHSNT U 2 | UAP Y97 04 3P &l & |

Q.6 Explain the OSI security architecture.
OSI JR&M 3R Bt ARSAT e |
Q.7 What is SNMP? How does it work, explain?
THTATAT T 82 I8 Y HTH HRdT 5, JHATSA?
Q.8  Explain HTTPS in brief. Briefly discuss the working of SSL Record Protocol.
HTTPS P! J&U H AT | THUHUS Rebls Wclebiel i HRIGUIE TR Had H == B |
Q.9  What are the requirements of cryptographic hash functions?
foPeTTiPe S raRid 1 SIRTDHATS T 67
Q.10 Explain De authentication briefly.
S TATUfiehR T 1 Ha H wHeE |
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DIPLOMA IN CYBER SECURITY (SESSION 2023-24)
SUBJECT: FUNDAMENTALS OF WEB APPLICATION SECURITY
ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

01. I U W Bl BAAN H B HRAT AR B |

02. faeafdemer g1 yar AT SRyRABRIT # & TR IS g BT ANaR] |

03. AT S SRYRIHT & UIH T B AIRIIgS G- W R I9H I A &1 Jeus gt o Sl ScRyRdaT &
heH U W 3ifhd fohar ¥
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AIc: U SIS 01 | 05 TP & U gSaid U o | Udd U 02 3% &7 2|
Q.1  Explain common web application functions and benefits of web applications.

I 9 YR e TR dd TR & a1l Bl oared &3 |
Q.2 Whatis HTTP protocol? Explain HTTP request phase with header fields.

HTTP WEIHId 1 82 §eR WITS & I HTTP 3RIY TR & JHIMY|

Q.3 Explain SQL injection into different statement types?
fafie Wt UHRI A SQL ISaRM &1 SR HY?

Q.4  Discuss about the BeEF Framework.
JISU% WHdD & IR H T by

Q.5 Differentiate between LFI and RFI.
TAUH TS 3R SHRUBSHTS P a1 SR Tl |

Alc: U3 BHIB 06 I 10 OP & U STHSNT U 2 | UAP Y97 04 3P &l & |

Q.6 Write about the risk exposure over time.
THY & 1Y SIRGH SR & aR # ford |
Q.7  What are the most important steps you would recommended for securing a new web server
and web application?
T% U 39 YR 3R 39 UWAHH BT YRI&A I & [T 319 S I T8 Tgaqul Hed JmEr
Q.8  Discuss bypassing a login procedure.
TR UfchdT bl ST R TR <l .
Q.9  Explain Leveraging XSS with the Browser Exploitation Framework?
SR VU Gl & T XSS BT ATH IS P RS Y2
Q.10 Explain Unicode encoding and HTML encoding.
IAHIS THIST R HTML THIST Bl THE |
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DIPLOMA IN CYBER SECURITY (SESSION 2023-24)
SUBJECT: FUNDAMENTALS OF WEB APPLICATION SECURITY
ASSIGNMENT QUESTION PAPER- SECOND MAXIMUM MARKS: 30

01. I U W Bl BAAN H B HRAT AR B |

02. faeafdemer g1 yar AT SRyRABRIT # & TR IS g BT ANaR] |

03. AT S SRYRIHT & UIH T B AIRIIgS G- W R I9H I A &1 Jeus gt o Sl ScRyRdaT &
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Q.1  Explain the web services with example.

99 YTt 1 IeTeRVT Hied TR |
Q.2 Explain database hacking?

ST 8fhTT & IR H FaTe?
Q.3 Describe Mitigation plans.

XH UISHTSHT BT G0 Y,

Q.4  Whatis XSS? Discuss some mechanisms to prevent XSS attacks.
THIUHUY &7 82 XSS I Bl A & ol $ ol R T B |
Q.5  Discuss protection against CSRF.
HTHRTD ¥ FR&T IR =4 B
AIC: Ue BHIH 06 H 10 TP B U STHSTRIT U © | YD U 04 3 &l T |

Q.6 Explain reflected XSS Vulnerability.
yfdfsfed XSS Herdl &l Ty B3|
Q.7  Explain how Mod Security is used to block the attacks on web applications?
1Y &b 39 TR R gl b eb & 7T Als Ry b1 IudIT 6 foban Sirell &2
Q.8  How the SQL injections can be found out. How can we prevent it?
SQL SoaR H¥ UdT TRTT S Jobdl g | 89 39 Hd b bhd 82
Q.9  Whatis a Daniel of service attack? Discuss different ways in which an attacker can mount a
DOS attack.
S 3iTt |idw e &1 82 I fafire adiep! oR =il Y O P18 gHAR DOS §HA B
qHA6 |
Q.10 List and explain the different Pen tasting flash based applications.

faftra O T werr amenia ruanT @t i SIS SR Ty |
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DIPLOMA IN CYBER SECURITY (SESSION 2023-24)
SUBJECT: OPERATING SYSTEM SECURITY & FORENSICS
ASSIGNMENT QUESTION PAPER- FIRST MAXIMUM MARKS: 30

01. T TR W B BRI H g bR A 2 |

02. faeafdemer g1 yar AT SRyRABRIT # & TR IS g BT ANaR] |

03. AT S SRYRIHT & UIH T B AIRIIgS G- W R I9H I A &1 Jeus gt o Sl ScRyRdaT &
heH U W 3ifhd fohar ¥
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AIc: U SHIG 01 | 05 TP & U TgSaiiid WA 8 | UAd e 02 3id & ¥ |
Q.1 Write a short note on file system mounting.

rgel RiteH A3 W e wiara fewoft ford
Q.2 Whatis a pipe? Using pipe, how IPC can be implemented.

TTY T 82 UTSY HT SUANT FHoRas MU BT v AR ST ST Tl B

Q.3 Describe Repository Configuration.
RTSTes) 1= TRRIM &1 qufd 1|

Q.4  Explain multithreading models.
AT Aled g |

Q.5  What do you mean by Digital Media? Explain with its types.
fforea Mifsan & sy 1 gHeid 52 $9d TR diod THSy |

Alc: U3 BHIB 06 I 10 OP & U STHSNT U 2 | UAP Y97 04 3P &l & |

Q.6 How diverse directory files are linked with “Root Directory”? Explain the importance of each.
Ree SRRGeR" & T fafay MR wed $9 IS 83 82 YA & Hed WP He|

Q.7  Explain the concept of booting. Discuss the process of installation of Fedora Linux.
(T DT SAYRUN B! THSY | BRI e Bt RITAAT BT Ufehar |R =i e

Q.8  Explain different methods used to solve the problem of security at the operating system level.

TR R TR IR GRET D U DI §d DA & [l IUANT D1 S drett fafvr faferat o

SHRSAT B |

Q.9  What is Anti-virus? Discuss the Anti-virus Software’s.
TETRRY 1 52 UE-aRRY IR dwR W g4 Y|

Q10  What are the examination steps in operating system forensics?
SHTRfET R BRRYS ® &9 & R0 1 62
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SUBJECT: OPERATING SYSTEM SECURITY & FORENSICS
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01. T TR W B BRI H g bR A 2 |
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Q.1  Explain the purpose and types of backup.

B3 BT 35T TG UHR THS |

Q.2 What is the purpose of Command Monitoring?
HHIS AR BT I52d H1 82

Q.3 What are the roles and responsibilities of a system administrator?
s T ®F Y iR el ar g2

Q.4  Explain the terms “WORMS’ and ‘VIRUSES’ with reference to system threats.
RieeH TRl & GeW § ' g SR AR Wsal &1 e 1 |
Q.5  What do you understand by Information explain with its type.

I Y 3T T JHIIA & 39 UHR Ifed WY B |
e U3 BHP 06 | 10 b ® YT HSNT U & | YD U 04 3 & 2 |

Q.6 What is data loss? What are the Causes of data losses?
ST 1M 1 52 S BIH &b BRI T &2

Q.7  Discuss the concept of trouble shooting Linux in GRUB mode.
GRUB HIS H Linux HET (HaRU 1 SGYRUN TR =< b1 |

Q.8  What is Network Authentication? Describe in brief.
cdd YUY T 52 HaY H qui &Y.

Q.9  Define the term security. Explain various goals of security.
R&M Tsa B URYTNG HY | JRa&m & fafld dedt &1 gy

Q.10 What tools are most useful when conducting operating system forensics?

STRFET Red BRRIS o1 TaTa Hd IHT S T UG a4 IUTNN B 82
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